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SCAM
PROTECTION

FRAUD

Recognize it.
Report it.
Stop it.

THE FACE OF FRAUD:

IT’s NOT WHO YOU THINK.
Believe it or not, there is no typical fraud vic m in Canada, but research finds
that fraud vic ms are likely to be educated, informed, rela vely aﬄuent and
involved in their communi es.
Your risk of becoming a fraud vic m is not linked to your age, race, income or
geographic loca on. Scammers don’t care about any of that —they just want
your money.

YOU WOULDN’T FALL FOR IT?
Thousands of Canadians are defrauded each year. Scam ar sts are up to date
and well‐organized. They use the latest trends and sophis cated techniques:
•

Professional marke ng materials.

•

Well‐cra ed and researched telephone scripts, which are traded among
criminals.

•

Pu ng you at ease with their friendly tone and “generous” oﬀer.

•

Having believable answers ready for your tough ques ons.

•

Impersona ng legi mate businesses, chari es, and causes.

•

Expertly using your own emo ons against you.

•

These are professional criminals. They know what they’re doing and, unfor‐
tunately for their vic ms, they do it well.

•

The price for a product is much less than the price for the same product on
the open market.

•

You are oﬀered a large payment or reward in exchange for allowing the use
of your financial account — o en to deposit cheques or transfer money.

Iden ty the steals your good name,
your money — even your self respect.
Protect yourself. Don’t give out your social insurance or driver’s
license numbers on the phone or internet. Crooks use them to
steal your money and commit crimes in your name. Check your
credit report every year.

DON’T FALL FOR A
WINNING PRIZE SCAM.
A call says you won a big lo ery prize but you must send money before
you can collect. It is fraud and you will lose your money! Hang up and
call Phonebusters™, The Canadian An ‐fraud Call Centre.
Legi mate lo ery and sweepstakes administrators never charge fees to
deliver your prize. This is one of the most common scams—if you send
money you will never get it back.

FRAUD
RECOGNIZE IT ● REPORT IT ● STOP IT
YOU CAN PROTECT YOURSELF.
Iden ty the is the fastest‐growing type of fraud. Crooks can do bad
things with your good name. Protect your precious personal infor‐
ma on. Ask all marke ng, research or charity callers for:
•

Detailed, wri en informa on that you can check yourself.

•

Time to think about the oﬀer. Scam ar sts pressure you for an an‐
swer, saying the oﬀer will expire or go to the next person if you don’t
act now.

•

Valid references and the means to contact them.

•

A call‐back number. But beware—a crook can give you a number
where a colleague is standing by to finish taking your money.

•

Shred unwanted personal documents such as transac on records,
credit applica ons, insurance forms, cheques, financial statements
and tax returns.

“PHISHING”
WHAT IS PHISHING?
Phishing a acks use ‘spoofed’ (look alike) e‐mails and fraudulent web sites
designed to fool recipients into divulging personal financial data such a cred‐
it card numbers, account usernames and passwords, social insurance num‐
bers (SIN), etc. By hijacking the trusted brands of well‐known financial ins ‐
tu ons, online retailers and credit card companies, phishers are able to con‐
vince up to 5% of recipients to respond to them.

What Should Internet Users Do About Phishing Schemes?
Internet users should follow three simple rules when they see e‐mails or
web sites that may be part of a phishing scheme: STOP, LOOK, and CALL.
1.

Stop. Phishers typically include upse ng or exci ng (but false) state‐
ments in their e‐mails with one purpose in mind. They want people to
react immediately to that false informa on, by clicking on the link and
inpu ng the requested data before they take me to think through
what they are doing. Internet users however, need to resist that im‐
pulse to click immediately. No ma er how upse ng or exci ng the
statements in the e‐mail may be, there is always enough me to check
out the informa on more closely.

2. Look. Internet users should look more closely at the claims made in the e
‐mail, think about whether those claims make sense, and be highly suspi‐
cious if the e‐mail asks for numerous items of their personal informa on
such as account numbers, usernames, or passwords.

For example:

•

If the e‐mail indicates that it comes from a financial ins tu on where you
have a debit or credit‐card account, but tells you that you have to enter your
account informa on again, that makes no sense. Legi mate financial ins tu‐
ons already have their customer’s account numbers in their records. Even
if the e‐mail says a customer’s account is being terminated, the real financial
ins tu on will s ll have that customer’s account number and iden fying
informa on.

•

If the e‐mail says that you have won a prize or are en tled to receive some
special “deal”, but asks for financial or personal data, there is good reason to
be highly suspicious. Legi mate companies that want to give you a real prize
don’t ask you for extensive amounts of personal financial informa on before
you’re en tle to receive it.

•

Call. If the e‐mail or web site purports to be from a legi mate company or
financial ins tu on, internet users should call or e‐mail that company direct‐
ly and ask whether the e‐mail or web site is really from that company. To be
sure that they are contac ng the real company or ins tu on where they
have accounts, credit‐card account holders can call the toll‐free customer
numbers on the backs of their cards, and financial ins tu on customers can
call the telephone numbers on their financial statements. Never call the
number given in the email to confirm the contents validity as it will lead to
the criminals who sent the email and they will verify whatever was said.

THE PITCH VERSUS THE FACTS.
IS YOUR CREDIT REALLY PROTECTED?
The Pitch: They say, “We’ll protect you from scammers who could run up huge
debts on your credit cards without you knowing. Just send us your card numbers
and our fee.”

The Facts: Oﬀers of credit protec on or “insurance” against fraud are just a empts
to get your credit card numbers and your money. Call your credit card companies
or your credit union first. If someone fraudulently uses your cards, most companies
hold you responsible only for the first $50, and many waive all losses.

DO YOU ABSOLUTELY NEED THAT MONEY?

The Pitch: A call, a le er or an e‐mail from a “highly‐placed” oﬃcial of a foreign
government requests your assistance to transfer a large amount of money. If you
can help, you’ll earn a huge fee!

The Facts: Beware of anyone asking you to deposit a cheque and return some of
the money or send some of the money to someone else. Such cheques are o en
counterfeit. The deposit will look legi mate un l the cheque bounces in a few
days. Your financial ins tu on will then ask you how you intend to cover the mon‐
ey you transferred to the scammers. It takes up to 21 days for a cheque to clear, so
it’s essen al that you ask your financial ins tu on whether the cheque has cleared
— not just whether the money is available. Businesses or anyone selling goods on
the internet or through the paper should be especially suspicious of cheques re‐
ceived for payment of goods that exceed the agreed upon amount of purchase and
the request for return of the overpayment to the purchaser. Always wait for the
cheque to clear prior to returning any overpayment as it is likely the cheque Is ei‐
ther stolen or counterfeit.

NIGERIAN SCAM
The Pitch: A person will receive a call, le er or e‐mail sta ng that someone has
money stuck in a foreign country and they are looking for outside assistance to
get their money out. The person will be oﬀered a large por on of the money if
they help, some mes in the millions of dollars. This person will then be told that
they just need to provide their financial account informa on so that the money
can be transferred to it, or they will be asked for an address to send a cheque to
cover the costs of ge ng through the red tape for the release of funds. If the
person provides the requested funds they will eventually be asked for more and
more money to assist in ge ng the funds released out of their account or their
account will be hacked and money transferred out. Some mes a cheque is sent
to a person and they are requested to cash it, keep their por on and wire the
rest back to the criminal or a third party. In all cases the cheque they receive will
be a counterfeit cheque and the member will lose the funds wired to the crimi‐
nal. Le ers or e‐mails for these types of scams are typically badly wri en with
many spelling mistakes.

The Facts: Be skep cal of individuals represen ng themselves as Nigerian busi‐
ness people or foreign government oﬃcials asking for your help in placing large
sums of money in overseas bank accounts. Do not believe the promise of large
sums of money for your coopera on. Guard your account informa on carefully.

YOU PAY TO PLAY, BUT YOU CAN’T WIN
The Pitch: A caller says you were automa cally entered into a foreign lo ery and
you won a big prize! But you must act now and send fees to cover taxes and han‐
dling.

The Facts: Most legi mate lo eries do not call winners. If a caller request you to
pay an up‐front fee to claim a prize, it’s a scam. The only winner is the crook.

PRE‐QUALIFIED NEVER MEANS PREPAY
The Pitch: You’re told you’ve been “pre‐qualified” for a low‐interest loan or cred‐
it card, or to repair your bad credit even though financial ins tu ons turn you
down. They ask for your social insurance, driver’s license and financial account
numbers — and a processing fee of several hundred dollars.

The Facts: Beware of adver sements or phone calls oﬀering credit, especially if
you have been turned down by financial ins tu ons. Legi mate lenders never
“guarantee” a card or loan before you apply. A legi mate pre‐qualified oﬀer
means you’ve been selected to apply — you must s ll complete an applica on
and you can s ll be turned down.

NOT SO SPECIAL DELIVERY
The Pitch: Your business receives a “last chance” invoice for a lis ng in a
“business directory”. Or an invoice says an urgent delivery of photocopier or fax
supplies is wai ng confirma on of your address. It appears that someone in your
oﬃce ordered services or supplies but the bill hasn’t been paid.

The Facts: Scam operators dupe many businesses into paying for goods and ser‐
vices they haven’t ordered. They bet that many small business owners and their
staﬀ are just too busy to check that every invoice is legi mate. Carefully examine
all invoices, even those under $50.

CON JOB
The Pitch: An employment adver sement oﬀers a work‐at‐home opportunity,
mul ‐level marke ng plan or other means to “be your own boss” and earn signifi‐
cantly higher income. Beware also of internet job sites. Some of the job pos ng
are made by organized crime and are meant only to set up phone interviews with
individuals to gather personal informa on.
The Facts: Sending fees for job informa on to be listed for jobs in Canada or
abroad is risky. In many cases, scammers adver se all kinds of job opportuni es
from envelope stuﬃng to filling out forms, but all too o en these ads make
promises they don’t keep. You lose more money instead of making more money.
For a phone interview, if the interviewer asks too many personal ques ons you
should be suspicious. A prospec ve employer does not need to know your social
insurance number or your driver’s license number. Beware of odd ques ons that
reveal too much personal informa on that could later be used to assume your
iden ty. Full addresses should not be provided on an online pos ng, city and
province should be suﬃcient. Never include your social insurance number on
your resume.

IT’s A RIP‐OFF! HERE’s THE TIP OFF:
•

The caller is more excited than you are.

•

The caller demands an immediate answer but refuses to send you anything
in wri ng.

•

You must pay fees or buy a product before you can collect your prize or ob‐
tain credit.

•

You are asked for credit card or financial account numbers, or copies of per‐
sonal documents — but you get nothing in wri ng.

•

You can only send payment by wire service or by courier. (this gets around
the laws concerning mail fraud.)

•

You receive an unexpectedly large cheque

•

Your business in invoiced for supplies or directly lis ngs you did not order.

DECEPTIVE TELEMARKETERS CALL YOU?
The right informa on can help you avoid falling for fraud. When a caller asks
you to send money in order to claim a big prize, it’s fraud! You’ll lose your
money. When a caller or internet contact asks for your social insurance or
drivers license number, don’t provide it! You could lose your iden ty and
your money.

IDENTITY THEFT STATEMENT FORM AVAILABLE ONLINE
The Consumer Measures Commi ee’s website not oﬀers a downloadable
form for repor ng iden fy the . It makes repor ng easier and ensures the
police have all the informa on they need.

Visit www.phonebusters.com and follow the link to the CMC’s report form.

YOUR REPORT IS IMPORTANT
Talk to your credit union. Your credit union is o en aware of the scams that
are in circula on and can assist you in understanding whether the oﬀer you
have received is legi mate or not. However, your credit union is not a law
enforcement agency so it is important to report any suspicions you may have
or fraudulent losses you have experienced to them as well.

IF A SCAM ARTIST CONTACTS YOU OR IF YOU’VE BEEN
DEFRAUDED, CALL PHONEBUSTERS AT 1‐888‐495‐8501
or your Local RCMP Detachment.
PhoneBusters will gather evidence; iden fy new trends and alert law enforce‐
ment in Canada and abroad. By repor ng, you can prevent others from be‐
coming vic ms and help put an end to fraud.

Www.churchbridgecu.ca

1‐877‐890‐2797

